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ISCC HUB & APS PRIVACY STATEMENT

ISCC System GmbH, Hohenzollernring 72, 50672 Cologne, Germany ("ISCC", "we", "us", or
"our") operates the online platform "ISCC HUB" ("HUB") and the on-premise software
application "Audit Procedure System" ("APS") to support the efficient execution of certification
audits within the ISCC certification system. The HUB facilitates registration, certification
management, and data exchange for natural or legal persons who have concluded a contract
with ISCC regarding the use of the HUB (“System Users”) and Certification Bodies ("CBs")
as well as independent auditors engaged by CBs (“Independent Auditors”). APS enables
CBs and Independent Auditors to perform certification audits and keeping audit-related data
up to date. This Privacy Statement explains how we process your personal data when you use
the HUB and APS in accordance with Article 13 of the General Data Protection Regulation
(GDPR).

1. Controller and Data Protection Officer

The controller responsible for the processing of personal data is:

ISCC System GmbH

Hohenzollernring 72

D-50672 Cologne (Germany)
Telephone number: +49-221-50802010
https://www.iscc-system.org/contact/

For questions regarding the processing of your data or your rights under the GDPR (such as
access, rectification, erasure, restriction of processing or data portability) you can reach out to
our officially designated Data Protection Officer via E-mail to privacy@iscc-system.org.

2. Categories of personal data, purposes of processing and
legal basis
ISCC only processes personal data that is submitted to ISCC by System Users or CBs, in

particular data relating to designated administrators and contact persons. Such personal data
exclusively relates to individuals acting in their professional or business capacity.

In particular, we process personal data for the following purposes and on the following legal
bases:
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(i) Purpose: To enable System Users to register for ISCC certification, manage their
registration data, and access their certificates, and to enable CBs to manage System
User data, issue certificates and publish certification information.


mailto:privacy@iscc-system.org

(i) Categories of personal data processed:

¢ Name, email address, company information, site-specific information, and account
information (“Registration and Certification Data”)

¢ Communication exchanged between CBs and System Users via the comment
function provided in the HUB (“Communication Data”)

(iii) Legal basis:

o Performance of the HUB-system usage agreement (for System Users) or -
cooperation agreement (for CBs) pursuant to Article 6 para. 1 lit. b) GDPR

¢ Compliance with legal obligations to which ISCC is subject pursuant to Article 6
para. 1 lit. c) GDPR, for example to comply with statutory retention obligations, tax
law requirements

o Legitimate interests pursued by ISCC in operating a secure and efficient
certification system pursuant to Article 6 para. 1 lit. f) GDPR, provided that your
interests, fundamental rights, and freedoms do not override such interests. This
may include verification of the reliability and accuracy of System User information
submitted via the HUB, prevention of fraud, misuse and security incidents,
enforcement and defense of legal claims, and ensuring the integrity, security, and
proper functioning of the ISCC certification system.

2.2 APS

(iv) Purpose: To enable CBs and Independent Auditors to perform certification audits in
accordance with the ISCC certification system by conducting assessments based on
predefined audit frameworks, rule sets, and system-specific requirements.

(v) Categories of personal data processed:

e Registration Data of the CB contact persons
¢ Auditor name, email address and further contact data (“Auditor Data”)

(vi) Legal basis:

o Performance of the cooperation agreement between ISCC and CBs pursuant to
Article 6 para. 1 lit. b) GDPR

o Compliance with legal obligations to which ISCC is subject pursuant to Article 6
para. 1 lit. c) GDPR, for example to comply with statutory retention obligations, tax
law requirements

o Legitimate interests pursued by ISCC in operating a secure and efficient
certification system pursuant to Article 6 para. 1 lit. f) GDPR, provided that your
interests, fundamental rights, and freedoms do not override such interests. This
may include verification of the reliability and accuracy of information submitted with



regard to the use of APS, prevention of fraud, misuse and security incidents,
enforcement and defense of legal claims, and ensuring the integrity, security, and
proper functioning of the ISCC certification system.

3. Recipients of personal data

We may share your personal data with the following recipients:

External processors engaged for the development and maintenance of the HUB, APS and our
IT systems:

e IT- and Software- service providers,
o Software developers,
e Cloud-Service providers,
e data verification service providers.
Other recipients:
e CBs selected by System Users for registration confirmation and certification purposes

e The Union Database operated by the European Commission for regulatory compliance
and certification purposes

In addition, we may disclose your data the following categories of recipients:
e Other companies within the ISCC-group for the purposes of internal communication
and improving administrative processes, further development of the HUB and the APS

or in order to provide technical support;

e Regulatory or public authorities in the event of a legal obligation (e.g., tax authorities or
courts),

e Payment service providers and banks for the processing of payments

e Tax advisors, auditors, and lawyers for the assertion, exercise, or defense of legal
claims.

If any of the aforementioned recipients or categories of recipients act as processors or joint
controllers, we have concluded agreements with the respective recipients in accordance with
Art. 28 para. 3 GDPR and Art. 26 GDPR.



4. Processing of personal data from other sources

We may also process personal data that we obtain from publicly available sources (such as
public registers, websites or official databases) or receive from third parties (including ISCC-
group companies or regulatory authorities). Such data may include, in particular, Name, email
address, company information, site-specific information and professional qualification
information. This processing is based on our legitimate interests pursuant to Article 6 para. 1
lit. f) GDPR, to the extent that it is necessary for the prevention of fraud, misuse and security
incidents, the enforcement and defence of legal claims and ensuring the integrity, security, and
proper functioning of the HUB, the APS and the ISCC certification system, provided that your
interests, fundamental rights, and freedoms do not override such interests.

5. Storage period

We delete personal data after and insofar as storage is no longer necessary for contract
processing or execution and there are no legitimate interests or legal obligations on our part
opposing deletion. Where specific legal retention obligations apply, personal data will be
retained for the duration required by law. Upon expiry of the applicable retention period,
personal data will be deleted or anonymised unless further storage is required for the
establishment, exercise, or defence of legal claims.

Personal data is generally retained for the following periods:

¢ Registration and Certification Data as well as Auditor Data: five (5) years following the
end of the contractual relationship, in accordance with the confidentiality obligations set
out in the System Usage Agreement and Cooperation Agreement

¢ Billing and invoicing data: Retained for ten (10) years following the end of the calendar
year in which the invoice was issued, in accordance with statutory retention obligations
under German commercial and tax law (§§ 147 German Tax Code (Abgabenordnung,
AO), 257 German Commercial Code (Handelsgesetzbuch, HGB)).

e Communication Data (e.g., comment function): Retained for the duration of the
contractual relationship and for five (5) years thereafter, unless earlier deletion is
required or requested by the data subject

6. Your rights as a data subject

As a data subject you are entitled to the following rights:

You can request information from us as to whether we process personal data concerning you.
If this is the case, you have the right to receive information about this data under the conditions
set out in Art. 15 GDPR.



In the event that personal data processed by us is incorrect or incomplete, you have the right
to obtain the rectification of inaccurate personal data concerning you and, if necessary,
completion of this data (Art. 16 GDPR).

Under the conditions set out in Art. 17 and Art. 18 GDPR you have the right to obtain the
erasure of personal data concerning you (Art. 17 GDPR) and the right to obtain restriction of
processing (Art. 18 GDPR).

Under the conditions set out in Art. 20 GDPR, you can request to receive the personal data
concerning you, which you provided to us, in a structured, commonly used and machine-
readable format and you have the right to transmit those data to another controller without
hindrance from us (Art. 20 GDPR).

Objection to processing based on legitimate interest (Art. 21 GDPR))

Insofar as we process your data solely on the basis of Art. 6 para. 1 lit. f) GDPR, you may
object to the processing of your data at any time for reasons arising from your particular
situation. If you object, we will no longer process this data unless we can demonstrate
compelling legitimate grounds for the processing that override your interests, rights, and
freedoms, or the processing serves the assertion of legal claims.

You can send your objection to privacy@iscc-system.org.

7. Right to withdraw consent

Where the processing of personal data is based on your consent pursuant to Article 6 para. 1
lit. a) GDPR or Article 9 para. 2 lit. a) GDPR, you have the right to withdraw your consent at
any time. The withdrawal of consent does not affect the lawfulness of processing based on
consent before its withdrawal.

To withdraw your consent, please contact us using the contact details provided in Section 1
above.

8. Right to lodge a complaint with a supervisory authority

Under the provisions of Art. 77 GDPR, you have the right to lodge a complaint with a competent
supervisory authority. In particular, you may submit a complaint to the supervisory authority
responsible for us or to any other competent supervisory authority. A list of data protection
supervisory authorities and their contact details can be found at the following link:
www.bfdi.bund.de/DE/Service/Anschriften/anschriften table.html.

The supervisory authority responsible for us is State Commissioner for Data Protection and
Freedom of Information North Rhine-Westphalia (Landesauftragte fiir Datenschutz und
Informationsfreiheit Nordrhein-Westfalen, LDl NRW), Postfach 20 04 44, 40102 Dusseldorf
(Germany).


http://www.bfdi.bund.de/DE/Service/Anschriften/anschriften_table.html

9. Obligation to provide personal data
9.1 HUB

The provision of personal data is required to create a user account, submit a registration
application, and access the full contents and functions of the HUB. Without providing the
required personal data, you will not be able to use the HUB.

9.2 APS

The provision of personal data, including name, email address, and professional qualification
information, is required for registration and access to APS. Without providing the required
personal data, CBs and Independent Auditors will not be able to use APS to perform
certification audits.

10. Automated decision-making, including profiling

We do not use automated decision-making or profiling within the meaning of Article 22 GDPR
when processing your personal data through the HUB or APS.

11. Data security

We have implemented appropriate technical and organisational security measures to protect
your data against accidental or intentional manipulation, partial or complete loss, destruction,
or unauthorised access by third parties, taking into account the state of the art, implementation
costs, and the nature, scope, context, and purpose of the processing as well as the existing
risks of a data breach (including its likelihood and impact) for the affected person. Our security
measures are continuously improved in line with technological developments.

Further information on this can be provided upon request. Please contact our data protection
officer for this purpose (see under Section 1).

12. Transfer of personal data to third countries

No personal data is transferred to countries outside the European Union or the European
Economic Area ("Third Countries"). In the event that a transfer of personal data to a Third
Country becomes necessary, such transfer will only take place in compliance with the
requirements set forth in Articles 44 to 49 GDPR. This includes, in particular, transfers based
on an adequacy decision pursuant to Article 45 GDPR, transfers subject to appropriate
safeguards pursuant to Article 46 GDPR (such as Standard Contractual Clauses adopted by
the European Commission or Binding Corporate Rules), or transfers based on specific
derogations pursuant to Article 49 GDPR.

\
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13. Changes to the privacy statement

As part of the further development of data protection law as well as technological or
organizational changes, this privacy statement is regularly reviewed for the need for
adjustments or additions. You will be informed about changes, via e-mail or our website at

Wwww.iscc-system.org.



http://www.iscc-system.org/
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